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1. INTRODUCTION

CCNA course version 7 proposed numbers of practical
assignment for networking skills in [5]. The
advantages of Cisco Packet Tracer were perfectly
reviewed in [4] as comparing to GNS3 [3] Cisco PT
provides various methods to automate the process of
grading of students’ level of assignment completion.
Of course, if we need to conduct the education for
CCNP course [6] GNS3 tool is more preferable due to
the comprehensive functions and features covered in
CCNP materials. However, the migration to CCNA v7
still requires to develop some non-standard and
complicated assignments for new version. This article
considers the new assignment specifically developed to
cover the main topics of CCNA v7 course materials.

2. PACKET TRACER PROJECT DESCRIPTION

The topology of the PT project is presented in the
picture 1 and it consists of Head Quarter and Branch
offices connected by routers R1 / R2 correspondingly
via two internet service providers ISP1 and ISP2. ISP2
connection is used to setup IPsec tunnel between two

offices while ISP1 connection is used to install PAT on
R1/ R2 and then check the internet access from office
PCs to ISP server. R1 has also been configured by
static NAT to provide the access to the internal server
of Head Quarter office — HQ TFTP/HTTP server. The
switching topology of both offices consists of one core
switch HQ-CS / BR-CS and two switches of access
level HQ-AS1 / BR-AS1 and HQ-AS2 / BR-AS2
connected by two uplinks configured into Ether
Channel ports to provide the required redundancy and
load balancing.
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Figure 1: Network topology
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Figure 2: Variable manager to HQ-CS
10.[[GI1.A[[V]].1 124 - to HQ-CS
. . 10.[[G]].2[[V]].1 124 - to HQ-CS
The instruction Table 1 (part 1 and 2) represents 10.[[G] 4[VI].1 24 - 10 HO-CS
the main instruction of the PT project where [[G]] Ether channel to HQ-AS1
f Ether channel to HQ-AS2
and [[V]] are used to generate various IP 1 HQ TFTP
addresses. ! HT;PRSfW
Table 1, part 1 Istruction table: device names, models, port 10.[[G]] 4[VI]2 124 10.[[G]] 4[VI]1 Manage-
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All corresponding variables are configured in
Answer Network (see the figure 3) to support the
collection of required grades:

Figure 3: Answer Network

3. ASSIGNMENT CONTENT

3.1. The first part of the project:

This part was developed to check the basic knowledge
of IP configuration, securing the router management
access and routing [1], [2].

instruction table and then configure IP addresses of
ISP1, ISP2, R1, R2 and ISP Server;

- Make sure that you can ping IP addresses of ISP1,
ISP2 from R1, R2 and ISP Server from R1, R2;

- On the router R1, R2 please also configure the enable
secret password ‘class', security account ‘user '
(privilege level 0) and 'admin’ (privilege level 15) with
passwords 'cisco’.

- Setup the remote connection via SSH only, the
encryption key size is 1024, ip domain is 'iitu.local'.

- Configure the default static routes on R1, R2 over
ISP2 and the static routes on R1, R2 to ISP Server via
ISP1

Instead of configuring default static routes there is
another option depending on different needs:

- Configure standard ACL#99 to allow the remote
connection to R1, R2 via SSH from RCom only.

- Configure OSPF process 1 on R1, R2 and RCom
(include networks of VLANs 10, 20, 30, 50
accordingly): make sure you can ping R1 from R2 or
back.

- Configure OSPF so that routing updates are not sent
into networks where they are not required.

- Configure the static routes on R1 and R2 to ISP
server over ISP1 and make sure you can ping it.

3.2.  The second part of the project:

This part was developed to check the basic knowledge
of switch access and trunk ports configuration,
securing the switch management access and
EtherChannel technology[1], [2].

Setup and configure the switches of Head Quarter
(HQ-CS, HQ-AS1, HQ-AS2) and Branch office (BR-
CS, BR-AS1, BR-AS2):
- Protect the access to the privileged exec mode on all
switches using encrypted password ‘class’, as well as
security account 'user ' (privelege level 0) and ‘admin'
(privelege level 15), both with ecnrypted passwords
'cisco’.
- Setup the remote connection via SSH only, the
encryption key size is 1024, ip domain is 'iitu.local'.
- Configure the port-security settings on active access
ports:

- Maximum MAC is 2

- Dynamic learning of MACs

- BPDU protection and Portfast are enabled

- Configure the required VLANSs 10, 20, 30, 40, 50
where 40 is Management VLAN
- Disable all unused ports
- Configure the Etherchannels between Core switches
and switches of Access level:
- HQ-CS and HQ-AS1: Group #1 mode ON
- HQ-CS and HQ-AS2: Group #2 mode ON
- and the same in Branch office (BR-CS and BR-
AS1/BR-CS and BR-AS2)

- Turn off the negotiation on trunk ports
- Make sure that native VLAN 99 on all trunk and list
of allowed VLAN includes only required ones.

3.3.  The third part of the project:

This part was developed to check the basic knowledge
of VLAN configuration, DHCP configuration, inter-
vlan routing and SVI configuration [1], [2].

Restore the configuration done in the previous parts of
assignment and then setup the Management VLAN 40
on all switches and DHCP for PCs:

- Configure the required IP addresses and subnet mask
of VLAN 40 (Management VLAN) on all switches;

- Configure Router on stick (subinterfaces) in R1 and
R2 in order to provide the connectivity among
VLANSs; Setup the Management VLAN 40
(description 'Management") on all switches and DHCP
for PCs:

- Configure the required IP addresses and subnet mask
of VLAN 40 (Management VLAN) on all switches
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- Configure Router on stick (subinterfaces) in R1 and
R2 in order to provide the connectivity among VLANSs
(description of subinterfaces 'VLAN XX

- Configure DHCP range on R1 and R2 for VLAN
10,20,30,50 (pool name VIanXX) and make sure that
PC1-PC8 can obtain the required IP addresses

- Exclude the gateway IP addresses and IP address of
HQ TFTP/HTTP Server (X.X.X.200-254)

- Configure formal DNS server 8.8.8.8. in each pool.

3.4.  The fourth part of the project:

This part was developed to check the basic knowledge
of PAT and static NAT configuration, static routing

[1], [2]

Restore the configuration done in the previous parts of
assignment and then configure the Network Address
Translation on R1 and R2 routers:

- Make sure that all PCs of HQ and BR can open the
web-site of ISP Server via PAT (source ACL #1);

- Configure static NAT on R1 to access the HQ
TFTP/HTTP server via external [P address
64.1[[G]].5[[V1].1;

- Make sure that you can open the web-site on HQ
TFTP/HTTP server from ISP Server. In order to
achieve the web-site of internal HQ TFTP/HTTP
server from ISP server please provide the proper static
route on ISP1.

3.5. The fifth part of the project:

This part was developed to check the basic knowledge
of IPSec tunnel configuration [1], [2].

Restore the configuration done in the previous parts of
assignment and then configure the IPSEC tunnel
between R1 and R2 routers:

- Make sure that you use policy 10 with encryption
AES 256, authentication pre-share key "secretkey" and
group 5;

- Transform-set with ESP-AES 256 ESP-SHA-MAC
and names R1->R2, R2->R1 correspondingly

- Configure crypto map IPSEC-MAP (Source ACL
#100);

- Make sure that you can open the web-site on HQ
HTTP/HTTP server from PC7 and PCL1.

3.6. The sixth part of the project:

This part was developed to check the basic knowledge
of Cisco devices 10S and configuration maintenance
by using TFTP server [1], [2].

Restore the configuration done in the previous parts of
assignment and then backup all active equipment
configuration in HQ on HQ TFTP/HTTP server:

- Make sure that you can ping HQ TFTP/HTTP server
from all switches and router of HQ;

- Copy the configuration files to HQ TFTP/HTTP
server: R1-confg, HQ-CS-confg, HQ-AS1-confg, HQ-
AS2-confg;

- Make sure that you can copy the configuration of HQ
equipment from HQ TFTP/HTTP server to the flash:
R1-confg.text, HQ-CS-confg.text, HQ-AS1-confg.text,
HQ-AS2-confg.text

- Upgrade 10S of HQ switches from HQ TFTP server
up to version: c2960-lanbasek9-mz.150-2.SE4.bin

3.7.  Additional task (bonus)

- Radius authentication

Please review the topology of your project (see the
figure 4) and the table with additional instructions (see

the figure 5)
AAA!EI r
'Faws

= GigO/0I0 Fal/1 ; I —~
e
¢ )| I - Fal/z Gigh/0i0 y

Routert Switch Router2

Figure 4: Network topology of additional assignment

Device Name IP address Subnet mask | Secret key
Routerl [[namel]] The first active ip address of vour | /7 -
subnet
Router? [[name2]] The second active ip address of | /7
vour subnet
AAA server | [[name3]] The last active ip address of your | /7 [[secret key]]
subnet

Figure 5. Instruction table of additional assignment (all
variables in [[...]] are setup via Variable Manager)

Please configure both Routers for Radius Server
authentication:

1) Split the network 200.100.4.0/24 into 32 subnets
and take the ([[V]]+1)-subnet

2) VTY access

- Setup the remote connection via SSH only, the
encryption key size is 1024, ip domain is 'iitu.local'.

3) Console, VTY access and enable mode via Radius
authentication and local authentication as a backup
method (see the figure 6).

- Make sure that you can login to both routers with
AAA server online and offline (over backup account).

Account type Name Password

AAA account [[AAA account name]] | [[password of AAA account]]

Local account | [[local account name]] | [[password of local account]]
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Figure 6. Instruction table of additional assignment (all
variables in [[...]] are setup via Variable Manager)

3.8. Assessment managing. Points distribution

It is also a good practice to redistribute points in each
part of the project according to the main task.
For example, in part four put more points for
configurations related to the NAT protocol. As it
represented in the figure 7.

Assessment tems Paints
1SP1
v R1
ACL
DHCP Server
© Enable Secret: $1$mERr$9CTIUIEQNGUIQIFU.ZeCi1 1
© Host Mame: R1 1
© IP Domain Name: iitu.local 1
v [ NaT
v Inside Source List
© NAT Source Setting 1: GigabitEthermet0/0/0 20
v Inside Source Static
[T ® NAT Source Setting 1: 10 [[GJJ.1[[V]] 252 64 1[[G]] 5[[VI].1_20)
0SPF
v Ports
v [ GigabitEthemet/0/0
@ IP Address: 209.1[GIL[VII1 2 1
(] © HAT Mode: 2 15
© Subnet Mask. 255255 265 252 1

v GigabitEthemet0/0/1.10
] 8021
[/ @ IP Address: 10.[[G])1[[V]].1 1
[E2] © NAT Mode: 1 15)
(/10 Port Status: 1 1
© Subnet Mask: 255.265.265.0 1
v [] GigabitEthemet0/0/1.20
[ 802.1Q
[7] ® IP Address: 10.[[G]}.2[[V]].1 1
] © NAT Mode_ 1 1)
] © Subnet Mask: 255 255 255.0 1
GigabitEthemet0/0/1.40

Serialg/1/0

Figure 7. Example of points redistribution

In order to represent this in dynamic completion
feedback during the task, the “Show Score Percentage”
option should be selected, as it is demonstrated on
figure 8.

Assessment Tree  Connectivty Test ~ Code Testing  Scoring Model  Overall Feedback ~ _ Settings
Time Settings

@ Time Elapsed

(O Countdown h m s

() None
Feedback Setiings

(O No Dynamic Feedback
O Show Score () Show ltem Count

(@ Show Score Percentage

(O Show Item Count Percentage

Figure 8. Show Score Percentage

4. CONCLUSION

The considered PT assignment consists of 6 main tasks
which encompassed the previously completed tasks
and covered all main modules of CCNA version 7
course [5]: static routing, ACLS, NATSs, IPSec and 10S
maintenance. However, there are several opportunities
and recommendations were identified:

- The variable manager of PT can give you enough
flexibility to create the group assignment for different
variants of IP addresses and other configuration
settings

- To harden the completion of the assignment it is
recommended to include the connectivity tests and
hide the “Check results” or “Assessment tree”

- The formal check of PT completion does not mean
that the configured network is working properly.
Therefore, some comprehensive check is required

- Activity grader does not work properly in several
cases: for instance, when the total size of one pka-file
archive exceeded 6Mb or the pka-file inside of archive
is not converged properly.

Overall it is a good automation tool for student skills
assessment in addition to recommended assignments in

[71.
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